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NOTATION VOTE

RESPONSE SHEET
TO: Annette Vietti-Cook, Secretary
FROM: CHAIRMAN DIAZ

SUBJECT: SECY-06-0126 - PROPOSED RULEMAKING -
'~ 'POWER REACTOR SECURITY REQUIREMENTS (RIN
3150-AG63) | -

' w/comments

Approved _xx e gj)isapproved Abstain

Not Participating
COMMENTS:

| approve publishing in the Federal Register the proposed amendments to 10 CFR Parts 50, 72,
and 73 with appendices, and agree with staff's proposal to certify that the rule will satisfy the
requirements of the Regulatory Flexibility Act, 5 U.S.C. 605 (b). Over the past several years the
NRC has aggressively enhanced security at nuclear facilities through the issuance of security
orders, security evaluations and lessons learned. This rulemaking is a culmination of those
activities and will bring closure to these issues. In addition, the Energy Policy Act of 2005 has

provided the agency with certain provisions to enhance the security programs at nuclear
facilities. Edits are attached for incorporation into the rulemaking package. Further, the Order

requirements addressed by the final rule should be rescinded.
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(q)(1)(ii) Site-specific conditions that
affect implementation of Commission

requirements.

' sbeciﬁc conditions in the development and

This requirement would be added to
reflect the Commission's view that

licensees must focus attention on site-

implementation of site plans, procedures,
processes, response strategies, and
ultimately, the licensee capability fo

achieve the performance objective of the

proposed (b)(1).

(c)(2) Protection of security plans. The
lic;ehsee shall progect the approved |
sécprity plans and other related R
séféguards information against
unauthorized disclosure in accordance .

with the requirements of § 73.21.

|§7321. .

This requirement would be added( 4o ) '

emphasize the requirements for the .
prbtection of safeguards information in

accordance with the requirements of

(c)(3) Physical Security Plan.

This header wpuld be added for fprmatting

purposes.
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§ 73.55(h)(1) Safeguards contingency

plans must be in accordance with the
criteria in Appendix C to this part,
"Licensee Safeguards Contingency

Plans."

(c)(5)(i) The licensee shall establish,
mgintain, and implement a Commissioﬁ-
approved safeguards conllngvency plan |
that describes how the criteria set forth
in section If of Appendix G, "Licensee.——

Safeguards Contingency Plané%\." to.tbis_5L

——

e 3

-par@lill be implemented.

3
Ao e
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This requirement would retain the current
requiremen{tﬁ of § 73.55(h)(1)'t9 proyide a
safeguards contiﬁgency plan with minor
revisions. Most significantly, the reference
to Appendix C would be revised to reflect
’yne reformat_t!ng of the proposed Appendfx
C which would have a section |l that

applies only to power reactors.

(c)(5)(ii) The safeguards contingency
plan must describe predetermined
actions, plans, and strategies designed
to intercept, challenge, delay, and
-neutralize threats up to and including the
design basis threat of radiological .

sabotage.

This requirement would be added to
generally describe the content of the

Safeguards Contingency Plan.

(c)(6) Implementing procedures.

This header would be added for formatting

purposes.
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i(e)(4) Owner controlled area. The

'Iicensee shall establish and maintain

physical barriers in the owner controlled

area to deter, delay, or prevent
l
unauthonzed access, facilitate the early

detectlon of unauthorized activities, and

i
rcontrol approach routes to the facility.
P

|
|

assessing, a
\__/

This requirement would be added to
provide a performance based requirement

to provide enhanced protection outside

' the.prqt_egl\d area relative to detecting,

d delaying, a threat before

reaching any area from which the threat

could disable the personnel, equipment, or.

systems required to meet the performance |

objective and requirements described in-

the proposed paragraph (b).

(e)(5) Isolation zone.

'
I
+
]
'

This header would be added for formatting |.

purposes.

10 CFR 73.55(c)(3) Isolation zones shall
be maintained in outdoor areas adjacent
to the physical barrier at the perimeter of

the protected area...

g(e)(S)(i) An isolation zone must be
.malntamed in outdoor areas adjacent to
'the protected area penmeter barrier. v

I
lThe lsolatlon zone shall be

This requirement would retain the current

requirement for an isolation zone.

.5 122
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(g9)(1)(vii) In response to specific threat / This requirement would be added to

information, implement a two-person require two specific actions to be taken by
(line-of-sight) r.‘ul;e. er all p.ersonnvel in the licensee where credible threat

vital areas so thét n.o oné }ndividual is - | information is provided. This proposed |
permittéd unescorﬁed access tovital requiremént. would first require that the :
areas. Under these conditloﬁs the two-berson rule be implemented, and |
licensee shall implement measures to second, that measures be implemented to

verify that the two person rule has been | verify that the two-person rule is met when |
mei when a vital area is accessed. access to a vital area is gained. This
proposed requirement would include those

areas identified in the proposed (e)(8)(iv)

to be protected as vital areas.
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§ 73.55(h)(3) The total number of
guards, and armed, tfained personnel
immediately available at the facility to
fulfill these response requirements shall
nominally be ten (10), unless specifically
required otherwise on a case by case

basis by the Commission; however, this

number may not be reduced to less than

five (5) guards.

(K)(3)()(A) The licensee shall determine
the minimum number of armed
responders necessary to protect against
the design basis threat described in

§ 73.1(a), subject to Commission
approval, and shall document this

number in the approved security plans.

This requirement would be retained and
revised to remove the specific minimum
numbers of 10 but no less than §, to
provide a performance based requirement
that meets the proposed réquirement of
(K)(1)(i). lhis proposed requirement
would ef}(‘gré that the licensee would
provide the requisite number of armed

responders needed to carry-out the

‘| protective strategy the effectiveness of

which would be evaluated through annual

exercises and triennial exercises observed

256

.| by the Commission.
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licensees, applicants, and C/Vs to establish
thresholds in interpreting the results of the
psychological test, to aid in determining

4

whether an individual would be required to: ;

t‘w '\.:\.

i

interviewed by a psychiatrist or licensed

clinical psychologist under proposed

432

paragraph (e)(4)(ii) of this section.
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history evaluation is completed.

The proposed rule would n@

establish émployment history requirements
for Individuals whose UAA has been
lﬁie.l{rﬁpted for 3b c;r fe‘weri déyé. lsroposed
§ 73;56(h)(3) wbuici require the entities who
"ar.e. .sub’ject to this section to obtain and
:ré\)iew a pérsbnéi history disclosure frqm
the épplicant fof UAA that would address
the period sihce the indivlduai's la»st:ber{od
of UAA was terminéted. 1|:-iowevér. the |
licensee, applfcant. or C/V would l;e
perﬁﬁtted tov ‘forego conducting an
‘'employment historykevalluatidn for |

‘individuals whose UAA has been

interrupted for such a short period,

because there would be little to be learned.
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appendix A to this part. Footnote: 2.
Notifications to the NRC for the -
“declaration of an emergency class shall

be performed in accordance with § 50.72 |

of this chapter.

especially if this event Is the opening

action on an ineffectively coordinated

, multiple—target attack., Such notice may
permlt other licensees to escalate toa

| higher protecﬁve Ievel in advance of an

attack. The Commission would expect

licensees to notify the NRC Operations

'| Center as soon és posslblé affer they
'| notify local law enforéement agencies.
but within 15 mmute@'ne Commlssion :
'may conslder the appllcabllity of thIs |

rgqulre_ment to other types of licensees in |

| future rulemaking.

613
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Footnote 1 would provide.\a cross
reference to Appendby “Part 73 which

contains NRC contact information.

Footnote 2 would remind licensees of

their concurrent emergency declaration .

responsibilities under 10 CFR 50.72.

(a)(1) When making a report under
paragraph (a) of this section, the

licensees shall:

The proposed rule would include this
introdoctory statement, which provides a
structure for the following liot of
mformatron to be provided in the 15-‘

minute report

(a)(1)(i) Identify the facility name; and

This requirement would be added to

ensure the licensee's facility is clearly ’

614

identified when a report is made.
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appendix A to this part. Footnote: 2.
Notifications to the NRC for the
declaration of an emergency class shall
be berformed in accordance with § 50.72

of this chapter.

especially if this event is the opening
action on an ineffecti\}ely coordinated
multiple-target attack. Such notice may
pérmit ot'her licénsees to escéféte toa
hlghér pfotéctive level In ad;/ancé of én
attack. The Commissfon would expect
Iicensées to notify the NRC Operétions
Center as soon aé possible.afteear t‘hey
notify locél law enfdrcefneﬁt agencies,
but withi'n 15 r_ninute@-ne ’Commisﬂs?on :
may conslider the applical\:ﬁity of this

requirement to other types of licensees in

future rulemaking.

613
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Appendix B, Paragraph I.B.2.b. Armed
indi;/iduals, and central alarm station
operators, in addition to meeting the
reqijirement stated in Paragraph a.
above, shall have no emotional
instability that would interfere with the
effective-performance of assigned
security job duties. The determination
shall be made by a licensed
psjchologist or psychiatrist, or
phy;sician, or other person professionally

trained to identify emotional instability.

:B.3.b. A licensed clinical psychologist,
psychiatrist, or physician trained in part to

identify emotional instability shall determine

whether armed members.of the segurity
organ_ization..'ﬂ addition to meeting the
requirement stated in Paragraph a. of this
section, have/no emotional instability that
would interfére with the effective

performér) e of assigned duties and

/
respongbilities.

. e

Emat e DT R O .
-

The requirement regarding emotional
instability would be retained. Thephrase
“Armied-ndividuats; amd-centratalarm
station-operators™would-be-replaced-with--
the phrase.“armed-members-of-the— |
sggurity,organization-’l~for-censistgncya

with the terminelogy-used-irrthg----~

proposed-rulgg=-m==
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or intelligence gathering efforts. Events

reported under paragraphs | or il would

require a(lol owup written report. Events
un

reporteq"ba[ag:aph 11l would not require a

followup written report.

I. Events to be reported as soon as possible, Paragraph | would be added to establish

but no later than 15 minutes after discovery, | the types events to be reported within 15
followed by a written report within sixty (60) minutes. Because the identification of
days. - . : ; inforniation:relating to an actual or

| v rand:

otential threg could quickly result in aﬁ

-

(a) The initiation of a security response’ ; event, which may necessitate expedited
consistent with a licensee’s physical security ‘ Commission action (e.g., notification of .
plan, safeguerds contingency plan, or - | other licensees or Federal authorities), e
defensive strategy based on actual er shorten reporting time would be required.
imminent threat against a nuclear power plant. This proposed requirement would also
ensure that threat-related information ‘

would be made available to the

Commission's threat assessment process

829
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(2) Significant physical damage to
a power reactor or ény facility
possessing SSNM or its equipment
or carrier equipment transporting
nuclear fuel or spent nuclear fuel, or

to the nuclear fuel or spent nuclear

fuel a facility or carrier possesses;

or

il.(a)(2) Significant physical damage to any
NHC-reguIafed power reactor or facility
possessing strategic special nuclear material
or to carrier equipment transporting nuclear

fuel,\or' to the nuclear fuel or spent nuclear fuel

facility which is possessed by a carrier; or

e ey,
N tian,,

T et

This requirementiwould be retained with
minor editorial chénges to improve clarity
and readability and renumbered. The
phrase "NF_!C-regulated" would be added
to specify that all Commission licensed

facilities and transport would be covered

by this requirement. This change would
simplify the language in this section while

retaining the basic requirement.
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RESPONSE SHEET
TO: Annette Vietti-Cook, Secretary
FROM: COMMISSIONER MCGAFFIGAN
SUBJECT: SECY-06-0126 - PROPOSED RULEMAKING -
POWER REACTOR SECURITY REQUIREMENTS (RIN
3150-AG63)

_ w/comments & edits
Approved X Disapproved Abstain

Not Participating

COMMENTS:

See attached comments and edits.
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Commissioner McGaffigan’s Comments on SECY-06-0126

| approve publication of this proposed rulemaking for public comment, and agree with the staff’s
proposal to certify that this rule satisfies the requirements of the Regulatory Flexibility Act, 5
U.S.C. 605(b). | would like to laud the work of the staff in putting together a well reasoned,
organized and thoroughly conceived rule. In particular, the staff has made a constructive
proposal for facilities that will use MOX fuel, and that is consistent with the Commission's action
in a recent adjudication. |look forward to comments on the requirements contained in the

proposed rule.

Having said that, | believe the rule should explicitly address the need for mitigation of potential
insider threats. While the proposed rule text incorporates many of the elements that would
serve to identify potential insider threats, additional language is needed to explicitly require the
development and implementation of an Insider Mitigation Program and tie together the
necessary program elements to allow for meaningful comment. As such, | am attaching
proposed additional rule text language to be included in 10 CFR 73.55(b)(7).

The staff's modification to the Appendix B requirements regarding evaluations designed to
identify emotional instability in critical personnel, is too narrowly drawn and should be expanded
to at least include alarm station operators. Just like armed members of the security
organization, CAS and SAS operators serve a critical function, the impairment of which could

constitute a significant risk.

Modifications to Appendix G requirements for “Reportable Safeguards Events” should be more
narrowly drafted to properly limit the scope of information that falls within the 4-hour reporting
requirement set forth in Section 1ll. As currently written, the use of “or other information” in
subsection (a) of Section 11l is too open-ended.

The staff, with assistance from Idaho National Laboratory, has an ambitious plan to revise and
update relevant guidance documents. 1| agree with Commissioner Jaczko that the staff should
strive to make as much of the implementing guidance as possible publicly available. |
recognize that some elements of the guidance will be considered Safeguards Information or
sensitive unclassified information, and therefore could not be included in a public document. In

such cases, the public version of the document could indicate that additional guidance is
provided in the Safeguards Information version of the document. The staff should provide the

guidance documents to the Commission for information when they are issued for comment.

Finally, while this rule will go a long way towards creating the necessary stability for applicants

“and licensees, particularly as we prepare for new reactor licensing, the security orders
addressed in large part through this rulemaking should remain in place. Rescission of these
orders automatically upon completion of the final rule is neither necessary nor prudent. When
this rule is final, existing licensees will be required to examine their security plans to ensure
compliance with the new regulations. .While most licensees may not need to make any
modifications, there is a chance that some changes will be necessary or they will need to seek
relief. Following this review, some licensees may, in accordance with the terms of the orders,
seek relaxation of order provisions or amendment of their licenses if necessary.

LY

Edward McGdfidah, Ur. (Date)




ADD new Rule text to 73.55(b)(7):

(i In addmon to the access authorization program required above, and the fitness-for-duty program reqmred in part 26 of thls
chapter, each licensee shall develop and implement an insider mmgatlon program.

(ii) ‘The insider mitigation program must be designed to oversee and monitor the initial and coritinuing trustworthiness and reliability
of individuals granted or retaining unescorted access authorization to a protected or vital area and implement defense-in-depth

methodologies to minimize the potential for an insider to adversely affect, either dlrectly or indirectly, the licensee capablhty to
prevent significant core damage or spent fuel sabotage -

ADD new Rule text and Conslderatlons to Table 2:

Current Requirement

Proposed Requirement

| Considerations

73.55(b)(7)(i) In addition to the access -
authorization program required above,
and the fitness-for-duty program reqwred

| in part 26 of this chapter, each licensee
| shall develop and implement an insider

mitigation program.

This proposed requirement would be
added to establish the insider mitigation
program (IMP). The licensee's IMP
should integrate specific elements of the
licensee AA and FFD programs to focus
those elements on identifying potential
insider threats and denying the
opportunity for an insider to gain or retain

access at an NRC licensed facility.




73.55(b)(7)(ii) The insider mitigation
program must be designed to oversee
and monitor the initial and continuing
trustworthiness and reliability of any
individual granted or retaining unescorted
access authorization to a protected or
vital area and implement defense-in-
depth methodologies to minimize the
potential for an insider to adversely
affect, either directly or indirectly, the
licensee capability to prevent significant
core damage or spent fuel sabotage.

This proposed requirement would be
added to provide a performance based
requirement for the design and content of
the IMP. The Commission has
concluded that, by itself, the initial
determination of trustworthiness and
reliability is not adequate to minimize the
potential opportunity for an insider to gain
or retain access, and that only through
continual re-evaluation of the information
obtained through these processes can
the licensee provide the level of
assurance necessary. The Commission
has also determined that defense-in-
depth would be provided through the
integration of physical protection
measures with access authorization and
fitness-for-duty program elements, to
ensure the licensee capability to identify
and mitigate the potential activities of an
insider, such as, but not limited to,
tampering. The Commission does not
intend that a licensee would limit the IMP
to any one or more elements, but rather
that the licensee would identify and add”
additional elements as necessary to.
ensure the site's IMP satisfies the
performance requirements specified by
the Commission.




The Commission has determined that no
one element of the physical protection
program, access authorization program,
or fitness-for-duty program would, by
itself, provide the level of protection
against the insider necessary to meet the
‘| performance objective of the proposed
paragraph (b) and therefore, the effective
integration of these three programs is a
necessary requirement to achieve -~
defense-in-depth against the potential -
insider.




- NRC Form 754) to the list of sections and forms with Office of Management of
Management Budget (OMB) information collection requiremenfs;"A corrective
. revision to § 73.8 would also be made to reflect OMB approval of existing
- information collection requirements for NRC Form 366 under e)iisting §73.71.
. » . Section 73.70, “Records” would be revised to reference the appropriate revised
paragraph numbers in proposed § 73.55 regarding the need to retain a‘record of
. the registry of visitors.

Additionally, § 73.81(b), “Criminal penalties” which sets forth the sections within Part 73
that are not subject to criminal sanctions under the AEA, would remain unchanged since willful
violations of the newly proposed §§ 73.18, 73.19, and 73.58 may be subject to criminal -
sanctions.

- Appendix B and Appendix C to Part 73 require special treatment in this rulemakingto =
preserve, with a minimum of conforming changes, the current requ'irements‘;‘or licensees and
applicants to whom this proposed rule would not apply. Accordingly, section I‘through V of
Appendix B would remain unchanged, and the proposed new language for power reactors
~ would be added as section VI. Appendix C would be divided into two sections, with Section |
“maintaining all current requiremeﬁts,and Section Il containing all proposed requirements

related to power reactors. : o
Il. Rulemaking Initiation
On July 19, 2004, NRC staff issued a memorandum entitled “Status of Security-Related
" Rulemaking” (accession number ML041180532) to inform the Commission of plans to close
“former security-related actions and replace them with a comprehensive rulemaking plan to
modify physical protection requirements for power reactors.’ This memorandum described
rulemaking efforts that were suspended by t.he terrorist activitiés of September 11, 2001, and

9



summarized the security-related actions taken following the attack. In response to this
memorandum, the Commission directed the staff in an August 23, 2004, S;taﬁ Reduirements
Memorandum (SRM) (COMSECY-04-0047, accession number-ML042360548) to forego the
development of a rulemaking plan, and provide a schedule for the completion of sécurity—related
rulemakings. - The staff provided this schedule to the Commission by mefnorandum dated
‘November 16, 2004 (accession number ML0430605;2). Subsequently, the staff revised its
plans to amend the Part 73 security requirements to include a requirement for licensees to
assess and manage site activities that could bompromise either safety or security (i.e., the
safety/security interface réquirements). This revision is discussed in a memorandum dated
July 29, 2005 (accession number ML051800350). Finally, by memorandum dated

September 29, 2005 (COMSECY-05-0046, accession number ML052710167), the staff
discussed its plans to incorporate select provisions of the EPAct 2005 into the power reactor
security requirements rulemaking. In COMSECY-05-0046, dated November 1, 2005 (accession
number ML053050439), the Commission approved the staff’'s approach in incorporating the

i
S

select provisions of EPAct 2005.

Ill. Proposed Regulations ‘ pote b S< 4 E’W;j/g
,J[gc‘/ r\ﬂrﬁ«' .f:Q 4 ££-

This section describes signiﬁcant provisions of this rulemaking: v / ok AEF L / ’/',; O
it g
1. EPAct 2005 weapons requirements. The new §§ 73.18 and 73.19 would contain’ i w,v S,

P‘Ac aref™, *

requirements to implement provisions of Sec. 161A. of the AEA. In § 73.18, the Wdf’ i
Lo v

wat A8

NRC would propose firearms background check requirements and would also e ! frv )
gt

propose a new NRC Form 754 for licensee security personnel’s submission to W

accomplish these firearms background checks under the FBI's NICS database.
. In § 73.19, the NRC would propose requirements to support a licensee obtaining

enhanced weapons under an ATF firearms license. =

10
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~ Safety/Security interface requirements. These réquirements are located in

 proposed § 73.58. The ‘safebtylélecur’ityv reqhirérl.ﬁ‘énté'are intended to explicitly
" require licensee coordination of pdieﬁtiél adverse interactions between security
‘activities and other plant activities that could compfomiéé éfiher plant security or
plant safety. The proposed requirements would direct lic;enéées to assess and
manage these interactions so that neither safety nor security is compromised.
These proposed requirements address, in part; a Petition for hulem'a.king (PRM
50-80) that‘r'eques'ted the establisﬁment of're:gulations gbVérrﬁng proposed
- changes to the facilities which could ad\}eréely éffeét vthe protection against

fadiologicéi sabotage.

EPAct 2005 additional requiréments. The EPAct 2005 reqUiréments that would

be implemehted by this p')'roposéd rulemakiﬁg, ih addition td the weapons-related
additions described :ab'ové, con.éi'st of new réquiréments‘.{o perform force-on-
force exercises, and to mitigate potential confliéts 6f inte}est that could influence
the results of NRC-observed force-on-fdrce’eiercﬁises.; Tﬁese proposed new
requirements would be included in p‘fdposed § 73.55 and Appéndix C to Part 73.

R -

Accelerated nofification and revised four-hour reporting requirements. This

- proposed rule contains accelerated sécurify nbiificfation —reqﬁirefnents (i.e., within
15 minutes) in proposed § 73.71 and Appendix G to Part 73 for attacks and
imminent threats to power reactors. The proposed accelerated notification

| requirefner{ts are similar to whét was p‘ro;/idéd to the industry in‘ NRC Bulletin
2005-02, “Ehérgency Prébafédness and Rééponse Actions fof Security-Based

' EVents,” dated July 18, 2005. The proposed rule also cohtaihs two new four-

11



~ hour reporting requirements. The proposed rule would direct licensees to report
to the NRC information pertaining to suspicious activities as described in the
proposed requirement. The proposed rule would also include a new four-hour

_ reporting requirement for tampering events that do not meet the current

“threshold for one-hour reporting..

Mixed-oxide (MOX) fuel requirements. These requirements would be

incorporated into proposed § 73.55 for Iicensees who propose to use MOX fuel

in their reactor(s). These pvroposed requirements are in lieu of unnecessarily

| ‘rigorous Part 73 requirements (e.g., §§ 73.45 and 73.46), which would otherwise
apply because of the mixed oxide (MOX) fuel's low plutonium content and the
weight and eize of the MOX fuel assemblies. The proposed MOX fuel security
requirem‘entsv are vintended to be consistent with ihe approach implementedhy .‘df
Catawbe through the MOX Ieed test assemblye.ffort. |

velear S loclioo ‘

nger-securi_tv requirements. This proposed rule would contain more detailed
progrerr)matic requiremeqts for_addressing cyber security a,t’_: ;c)%wer reactors,
which build on the requirementé imposed by the February 2005 grder. The
proposed cyber-security requiremenie are designed to be coneistent with

ongoing industry cyber-security efforts.

Mitigating strategies. The proposed rule would require licensees to develop
‘specific guidance and strategies to main;ein or restore core cooling,
‘ qontainmept, and spent fuel pool cooling capabilities using existing or readily
available resources (equipment and personnel) that can be effectively

C 12



-rule would also add new requirer.nents,‘including predefined provisions for the
suspension of safeguards measures for severe weather cdhditibns that could

-result in life-threatening situations for security per’sonnél (e.g., tornadoes, floods,
and hurricanes),‘an_d reduced overly-prescriptive requirements ih'rOugh the
inclusion of performance-based language to allow flexibility in the methods used

-y

to accomplish requirements.

IV. Section-by-Section A'naly'sis'
--IV.1.. New weapons requirements.
This proposed rulemaking would implement new weaponé !requiréments that stem from
. the EPAct 2005. This is the only portion of this proposed rulemaking that involves facilities
other than nuclear power reactors. The newly proposed weapons requiteménfs would apply to
power reactors and facilities authorized to possess a formula quantity or greater of strategic |
special nuclear.material whose security plans are governed by §§ 73.20,. '73.45, and 73.46.

The new requirements would be in three different sections and an NRC Form:

(A)aU’(’ m(,baﬂl fte. Uﬁidw_‘,(

.- Revised proposed § 73.2 “Definitions”
« - - Proposed § 73.18, “Firearms background checks for armed security personnel”
*: . « Proposed-§ 73.19, “Authorization for u§e of enhanced weapons”

.« Proposed NRC Form 754, “Armed S'ecﬁrity' Personnel Background Check”

Proposed § 73:18 would contain requirements that implement provisions of new Sec. 161A. of
the AEA (under Sec. 653 of the EPAct 2005) concerning firearms background checks for armed
security personnel. This new section would require background checks that include |
fingerprinting and checks against the FBI's NICS. Security peréonnel protecting power reactors
and -Cétegory | SSNM facilities are currently subject to backgrdﬁnd checks, including
fingerprints, because they have unescorted access at such facilities. ' However, these secljrity
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' personnel have not previously been subject to a check against the NICS database because the
access authorization background checks were not inténd__ed to perform the entire scope of
. checks required for firearms possession. Although licensee security personnel possessing
weapons have always had to comply with the federal regulations for firearms pdssession, the
. NRC did not have the authority to perform these checks. This proposed requirement would
provide a process for conducting the NICS checks. - -

Implementation of the proposed § 73.18 background checks would be via proposed
NRC Form 754, which armed security personnel would be required to complete. The NRC
would forward the NRC Form 754 information to the FBI for evaluation, and upon completion of
.the FBI evaluation, lnform llcensees o; the resu 'lf'_he rﬁsult would be either “proceed,”
“denied,” or “delayed.” Proposed §73.18 would be structured to readily enable revisions in the
future, should NRC decide to expand the proposed rulemaking provisions to apply to other
types of facilities and licensees.

Proposed § 73.19 would contain requirements that implement provisio.ns of new -
Sec. 161A. of the AEA concerning the use of enhanced weapons to protect facilities,
radioactfve material, or othér property as determined by the Commission. The proposed
§ 73.19 would authorize (not require) power reactors and facilities authorized to possess
formula quantities of strategic special nuclear maier}al (i..e., Category | SSNM) to incorporate
the use of enhanced weapons into their protective strategy. Affected Category | licensees
would include production facilities, spent fuel reprocessing or recycling facilities, fuel fabrication
~ facilities, and uranium enrichment facilities. However, this would not include hot cell facilities,
independent spent fuel storage installations, monitored retrievable storage installations, and a
geplogic repository operatidns area. The NRC plans to address whether the deployment.of
enhanced weapons is appropriate for these and other types of facilities, radioactive material, or
other property in separate rulemaking(s). -
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Furthermore,-Sec. 161A. of the AEA takes effect upon the issuance of guidelines by the
Commission, with the approval of the Attorney General. As indicated previbusly, the .
. Commission intends to provide public notice of the issuance of these guidelines in a separate
Federal Register notice to be published no later than the final rule on this ai_:tion.
. To implement the new weapons provisions, three new terms would be added to § 73.2:
covered weapon, enhanced weapon, and standard weapon.

’V B\(JU‘ >The proposed new weapons requirements and supporting discussion for the proposed

language are set forth in more detail (including the proposed new definitions) in Table 1

IV.2. Section 73.55, “Requirements for physical protection of licensed activities
in nuclear power reactors against radiological sabotage.”
Proposed § 73.55 contains security program requirements for powér reactor licensees.

- The security program requirements in § 73.55 would appiy to all nuclear power plant licensees
that hold a 10 CFR Part 50 license and to applicants who are applying for. either a Part 50
license or a Part 52 combined license. Paragrapﬁ (a) of § 73.55 would identify the licensees

: and applicants for which the requirements apply, and the need for submitting to NRC (for review

and approval) a “Physical Security Plan,” a “Training and Qualification Plan,” and a “Safeguards
. Contingency Plan.” Paragraph (b) of § 73.55 would set forth the performance objectives that

govern power reactor security programs. The remaining paragraphs of § 73.55 would

implement the detailed requirements for each of the security plans, as well aé for the various

features of physical security.

This section would be extensively revised in an effort to make generically applicable
security requirements imposed by Commission orders issued after the terrorist attacks of

September. 11, 2001, based upon experience and insights gained by the Commission during

implementation, fulfill certain provisions of the Energy-Peliey-Aet-6£-2005, and add several new

CloJ
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requiremenis that resulted 'from evaluation insights from implementation of the security orders,
review of site security plans, and implementation of the enhanced baseline ins‘péctio'riprogram
and force-on-force exercises. The proposed régulations would require an integrated security
plan that begins at the owner Contr-blled area boundary and would implement defense-in-depth
.- concepts and protective strategies based on protecting target sets fr'om'the various attributes of

the design basis threat. Notable additions to the proposed § 73.55 are summarized below: ‘

Cyber Security Requirements -

~ The current security regulations do not contain requirements related to cyber security.
Subsequent to the events of September 11, 2001, the NRC issued orders to require power
reactor licensees to implement measures to enhance cyber security. Thes_e security measures
required an assessment of cyber systems and the implementation of corrective measures
- sufficient to provide protection against the cyber threats at the time the orders were issued.
The proposed requirements maintain the intent of the security ordeyby establishihg the
requirement for a cyber security p;rogram to protect any system that, if compromised, can

adversely impact safety, security or emergency preparedness.

Requirements for CAS and SAS to Have Functionally Equivalent Capabilities

Such That No Single Act Can Disable th_e Function of CAS and SAS

Current regulatory requirements ensure that both CAS and SAS have equivalent aI/arm
annunciation and communication capabilities, but do not explicitly require equivalent
assessment, monitoring, observation, and surveillance capabilities. Further, tﬁe current
requirement of § 73.55(e)(1) states "All alarms required pursuant to this part must annunciate in
a continuously manned central alarm station located within the protected area and in at least
one other continuously manned station not necessérily‘onsite,v so that a single act cannot
~ remove the capability of calling for assistance or otherwise responding to an alarm." The
Commission orders added enhanced detection and assessment capabilities, but did not require
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equivalent capabilities for both CAS and SAS. The security plans approved by the Commission
on October 29, 2004, varied, due to the performance-based nature of the reqﬁirerhents, with
respect to how the individual licensees implemented these requirements, but all sites were
required to provide a CAS and SAS with functionally equivalent capabilities to .suppOrt the
implementation of the site protective strategy. -~
. The proposed rule extends the requirement for no single act to remove capabilities to

the key functions required of the alarm stations and would require licensees to implement
‘protective measures such that a single act would not disable the intrusion detection,
assessment, and communications capabilities of both the CAS and SAS. This proposed
reqﬁirement would ensure continuity of response operations during a security event by ensuring
that the detection, assessment, and communications functions required to effectively implement _
the licensee’s protective strategy are maintained despite the loss of one or the other alarm
'station. For the purposes of assessing the regulatory burden of this proposed rule, the NRC
assumed that all licensees would réquire assessments and approximately 'or.1e third of the
licensees would choose to implement hardware modifications.

The NRC has concluded that protecting the alarm stations such that a single act does
not disable the key functions WOﬁld provide an enhanced level of assurance that a licensee can
maintain detection, assessment and comrﬁunicatiqps‘Capabilities required to protect the facility
against the design basis threat of radiological S'é}botalge.i For new reactor licensees, licensed
after the publication of this rule, the Commission would require CAS and SAS 1o be designed,

constructed, and equipped with equivalent standards.-

Uninterruptible Power for Intrusion Detection and Assessment Systems

‘Current regulatory requirements require back-up powér for alarm annunciation and non-
' portable communication equipment, but do not require this back-up power to be unintefrupiible.
Although not specifically required, many licensees have installed uninterruptible power to their
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- security systems for added reliability of these electronic systems. However, the Commission
ha@t not required uninterruptible power for assessment systems. For the purposes of assessing )(
the.regulatory burden of this proposed rule, the NRC assumed that only a small number of
Iicer;nsees would require hardware modifications to meet this proposed requiremént.

Through implementation of the Commission-approved security plans, baseline-
,inspections_, and force-on-force testing, the NRC has concluded that uninterruptible back-up
power would provide an enhanced level of assurance that a licensee can maintain detection,
assessment and communication capabilities required to protect the facility against the design

basis threat of radiological sabotage. This new requirement would reduce the risk of losing -

detection, assessment, and communication capabilities during a loss of the normal power

Y

SUPPIY' e

“Video-Capture” Capability

Current regulatory requirements address the use of closed circuit television systems, but
do not explicitly require them. Although not specifically required, all licensees .have adopted the
use of video surveillance in their site security p.lans. Mény of the licensees have adopted
advanced video surveillance technology to provide reai-ﬁme and play-back/recorded video
. images to assist security personnel in determining the cause of an alarm annunciation. For the
.purposes of assessing the regulatory burden of this proposed rule, the NRC assumed that a

small percentage of licensees would require hardware modifications to comply with this
proposed requirement for advanced video surveillance technology.
Through implementation of the Commission-approved security plans, baseline -
inspections, and force-on-force}testing, the NRC has concluded that advanced video
_ technology would provide an enhanced level of assurance ihat a licensee can assess the cause

of an alarm annunciation and initiate a timely response capable of defending the facility against
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2001. Licensees have always been required to ensure that any changes to safety functions,
systems, programs, and activities do not have unintended consequences on 6ther facility safety
functions, systems, programs, and activities. Likewise, licensees have been required to ensure
that any changes to security functi-ons, systems, programs, and activities do nbt have

unintended consequences on other facility security functions, systems, programs, and activities.
However, the Commission has concluded that the pace, number, and complexity of these
-security changes warrantf the establishment of a more formal program to ensure licensees X
properly assess the safety/security interface in implementing these changes.

.- On April 28, 20083, the Union of Concerned Scientists and the San Luis Obispo Mothers
for Peace submitted a petition for rulemaking (PRM-50-80) requesting that, in part, the NRC's
regulations establishing conditions of licenses and requirements for evaluating proposed = °
changes, tests, and experiments for nuclear power plants be amended to require licensee
evaluation of whether the proposed changes, tests, and experiments cause protection against
radiological sabotage to be decreased and, if so, that the changes, tests, anéﬂ experiments only
be conducted with prior NRC épproval. In SECY-05-0048, dated March 28, 2005, the NRC
staff recommended that the Commission approve rulemaking for the requested action, but did
not necessarily endorse the specific amendments suggested by the petition. 'In SECY-05-0048,
dated June 28, 2005, the Commission direc#ed ?he'SIaff to develop the technical basis for such
a rule and to incorporate its provisions wnthnn the oﬁgoiﬁg power reactor security :requirementé
rulemaking. This proposed rule addresses, ‘vin; }Jart, the petitioner’s request by incorporating
proposed § 73.58 within this rulemaking. ‘

The Commission has determined that the proposed éafety/security interface rule
requirements-are necessary becaﬁse the current regulations do not specifically require
evaluation of the effects of plant changes on-security or the effecté of security changes on plant
safety. Further, current regulations do not req.uire communication about the implementation
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and timing of changes, which would promote awareness of the effects of changing facility
conditions and result in appropriate assessment and response. .

The NRC is aware of a number of occurrences of adverse safet).//security interactions at
nuclear power plants over the years to justify consideration of a new rule. Exarﬁples of adverse
interactions include: (1) Inadvertent security barrier breaches while performing maintenance
activities (e.g., cutting of pipes that provided uncontrolled access to vital éreas, removing
ventilation fans or other equipment from vital area boundary walls without taking compensatory
measures to prevent uncontrolled access into vital areas); (2) Blockage of bullet resisting
- enclosure’s (or other defensive firing position’s) fields of fire; (3) Erection of scaffolding and
-other equipment without due consideration of its impact on the site’s applicable physical

protection strategy; and (4) Staging of temporary equipment within security isolation zones.
Security could also adversely affect operations because of inadequate staffing of -
security force personnel on backshifts, weekends, and holidays, to support operations during -
- emergencies (e.g., opening and securing vital area access doors to all.ow opézrations personnel
timely access to safety-related equipment). Also, security structures, such as vehicle barriers,
- delay barriers, rerouted isolation zones, or defensive shields could adversely affect plant -
equipment such as valve pits, fire stations, other prepositioned emergency equipment, blowout
. panels, or otherwise interfere with operators responding to plant events.

The NRC considered many factors in developing this proposed new requirement. One
of the factors considered is that existing change processes are focused on specific areas of
plant activities, and that implementation of these processes is generally well understood by
licensees. - An example is found in § 50.54(p), which provides that a reactor licensee may make
changes to its safeguards contingency plans without Commission épproval provided that the
: change;s do not decrease the safeguards effectiveness of the plan. Similarly, § 50.65(a)(4) -
provides that a reactor licensee shall assess and manage the increase in risk that may result

- 28



from proposed maintenance activities; However, neither §§ 50.54(p) (security) nor 50.65(a)(4)
(safety) require that an assessment for potential adverse impacts on safety/sécurity interface be
.. made before the proposed changes are implémented. The proposed‘ § 73.58 would address
this gap by requiring that, before implementing allowed changes, licensees must assess the
changes with respect to the safety/security interface and, if potential adverse interactions are
identified, ta;ke appropriate compensatory and/or mitigative action before making the changes.

.. The proposed rule_reflects.a performance-based approach and language which is -
sufficiently broad that, in addition to operating power reactors, it could be applied to other
classes of licensees in separate rulemaking(s), if conditions warrant. ' In addition to the *
| .. requirements in proposed § 73.58, a new definition foréizzty/security interface would be added

olail
to § 73.2. : o

Table 4 sets forth the proposed § 73.58 language and provides the supporting -

discussion for the proposed language, including a new definition for safety/security interface

that would be added to § 73.2. .

IV.5. Section 73.71 “Reporting of safeguards events.”

-The events of September 11, 2001, emphasized the need for the capability to respond
to coordinated attacks that could pose an imminent threat to national infrastructure such as
nuclear power reactor sites. Prompt licensee hotification to the NRC of a security event
involving an actual or imminent threat would initiate the NRC's alerting mechanism for other
nuclear facilities in recognition that an attack or threat against a single facility may be the

-prelude to attacks or threats against multiple facilities.  In either case, timely communication of
this event to the NRC, and the NRC’s communication of the threat or attack to other licensees
could reduce the adversaries ability to engage in coordinated attacks and would strengthen the
licensees’ response posture. NRC would also initiate notifications to the Homeland
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Security/Federal response networks for an "Incident of National Significéhc’e,“ as defined by the
National Response Plan (NRP). - .
Currently, § 73.71(b)(1) requires power reactor licensees to notify the NRC within one

-hour of discovery, as describedin -Paragraph | of Appendix G to 10 CFR Part 7.3; "'Rep'ort'able
safeguards events.” In addition, § 50.72 establishes reporting requirements for events
requiring an emergency declaration‘ in accordance with a licensee's emergency plan. Licensee
notification under § 50.72(a)(3) is required only after the threat is assessed, an “Emergency
Class" is declared, and initial notification of appropriate State and local agencies are completed
first (i.e., not upon discovery). The current timing of requirements of this notification would not
- allow the NRC to warn other licensees of a potential threat to their facilities in a prompt manner
to allow other licensees to change their security posture in advance of a threat or potential
attack. The Commission has previously advised licensees of the need to expedite their initial
notification to the NRC. The proposed accelerated notification requirements are similar to tbgﬂ;a
provided to licensees in NRC Bulletin 2005-02, “Emergency Preparedness and Response
Actions for Security-Based Events,” dated July 18, 2005.

The proposed amendments to § 73.71 would add a new expedifed notification
requirement for licensees sut;ject to the provisions of § 73.55 to notify the NRC Operations
Center as soon as possible after the discovery of an imminent or actual threat against the
facility as described in Appendix G, but not later than 15 minutesg ;f.’c?i’s-mvery. The proposed
amendments to § 73.71 and Appendix G would also add two additional four-hour notification
requirements for suspicibus events and tampering events not otherwise covered under -
Appendix G. The propﬁsed § 73.71 would retain the requirement for the licensee to maintain a
continuous communications channel for one-hour notifications upon request of the NRC. 'The
proposed rule would not require a continuous communications channel for four-hour
notifications, because of the lesser degree of urgency of these events.. For 15-minute
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Table 11 (See Section VIII) is a cross-reference showing where individual requirements of the

current regulation would be in the:proposed regulation.

- IV.8. Appendix G to Part 73, “Reportable Safeguards Events.”

Proposed Appendix G to Part 73 provides requirements'regarding the rép‘orting' of
safeguards evenfs. Proposed Appendix G would contain changes to support the revised and
accelerated reporting requirements which would be incorporated into this rulémaking.
Proposed Appendix G would also contain revised four-hour reporting requirements that would

require licensees to report to the NRC information of suspicious surveillance activities, attempts

\
A \
“yeqy’ W’,,Q, at access{ or other information./ Following September 11, 2001, the NRC issued guidance

f\-\e\requesting that licensees report suspicious activities near their facilities to allow assessment by

the NRC and other appropriate agencies. The proposed new reporting requirement will clarify
this expectation to assure consistent reporting of this important information. Additionally, the
proposed rule contains an additional four-hour reporting requirement for témpering events that
do not meet the threshold for reporting under the current one-hour requirements. The
proposed reporting requirements for tampering events will allow NRC assessment of these
events. Table 8 sets forth the proposed amendments to Appendix G and provides the

supporting discussion for the proposed language.

IV.9 Conforming and Corrective Changes.
The following conformihg changes would also be made: §§ 50.34 and 50.54 (references
to the correct paragraphs of revised Appendix C of Part 73), § 50.72 (changes to § 73.71
reports), §§ 72.212 and 73.70 (references to the correct paragraphs due to renumbering of

§ 73.55), and § 73.8 (adding § 73.18, § 73.19, and revised to reflect new NRC form 754 to
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- reflect recordkeeping or reporting burden). A corrective change would also be made to § 73.8

to reflect an existing recordkeeping or reporting burden for NRC Form 366 under § 73.71.
However, no changes would be made to § 73.81(b) (due to the new §§ 73.18, 73.19, and -
73.58), because willful violations of §§ 73.18, 73.19, and 73.58 may be subject to criminal

penalties.
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Table 1 - Proposed Sections 73.18 and 73.19

Firearms background check for armed security personnel and authorization for use of enhanced weapons.

PROPOSED LANGUAGE

CONSIDERATIONS .

§ 73.18 Firearms background éheck for armed security

personnel.

This new section would implement the firearms background

check requirements of the new § 161A.b. of the Atomic Energy

Actof 1854 , @s G,Mcnoé’ebl

(a) Introduction. (1) Licensees and certificate holders listed
under paragraph (b) of this section shall ensure that a firearms
background check is completed in accordance with this section

for all security personnel assigned duties requiring access to a

covered weapon at the licensee's or certificate holder's facility{. :

This section would require a firearms background check for all
security personnel with access to covered weapons (i.e.,
ar.méd dﬁtiés) [see alsolnew definition of cove(ed weaponin |
§ 73.2 at the end of this Tablé]. These background checks
would only bé required for éecﬁrity personnel who are
prbtéétihg certéin Commissioﬁ-fegﬁléted facili@igs [fspecified in
paragraph (b)]. | | |

The C‘ommils:sion‘ considefs duties “requiring access to any
coxl‘éfed wéapon" would inclqde such duties as:_se‘curity

operations and training and weapons' maintenance, handling,

accountability, transport, and use.
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§ 73.18(a)(2) Licensees and certificate holders are not
required to reperform a firearms background check for security
p‘ersonnel who have been employed by the licensee or
certiflcate holder (or a contractor thereto) and previously
completed a firearms background check under the provisions
of Sec. 161A., of the Atomic Energy Act of 1954, as amended,
after [insert date of publication of the Sec. 161A. guidelines in

the Federal Registerj.

Licensees and certiﬁcate holders would not be required to
repeat flrearms background checks for personnel assngned
armed dutles at their facullty as of the effectlve date of a flnal
rule This dlscretlon would apply to secunty personnel
employed at the licensee's or. certificate holder’s facility and
who have prewously completed a flrearms background check |
as reqmred by an order lssued under the authority of § 161A.
of the AEA. The secunty personnel may be employed dlrectlyv

by the licensee or certmcate holder or by a contractor to the

licensee or certificate holder.
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§ 73.18(b) Applicability. This section applies to the following
classes of dommission licensees or certificate holders —

(1) Power reactor facilities; and

(2) Facilities authorized to possess a formula quantity or
greater of strategic special nuclear material with security plans

subject to §§ 73.20, 73.45, and 73.46.

This paragraph would limit the firearms background checks to
security personnel protecting two classes of Commission-
regulated facilities. Therefore, this section would apply to all
current power reactors and to two current fuel cycle facilities
authorized to possess Category | SSNM. This section would
also apply to future power reactof facilities and future

Category | SSNM facilities, including: production facilities,
spent fuel reprocessing or recycling facilities, fuel fabricatien
facilities (nigh-enriched uranium or MOX fuel), and uraniurn .
enricnment facilities. - o o _
The Commission may consider app'lying fhis section to qtner
types of reacter, byproduct materieL or enecial nuele’ar'material'
facilities (e.g.l', Category Il or 11l SNM, hot cell independent

spent fuel storage, or geologic repository operations area ‘

facilities) in separate rulemakings.
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§ 73.18(c) Firearms background check. (1) Licensees and
certificate holders described in paragraph. (b) of this section
shall ensure that each person who receives, possesses,
transpc'irts. or uses a covered weapon in their official duties
corﬁpletes a firearms background check. The firearms
background check must verify whether security personnel are
prohibited from shipping, transporting, possessing, or receiving
a covered weapon under applicable Federal or State law. The
.background check must include -

(i) The submission of fingerprints; and

(i) A check under the Federal Bureau of Investigation’s (FBI's)
Nationa! Instant Criminal Background Cheék System (NICS)
database established pursuant to Sec. 103.(b) of the Brady

Handgun Violence Prevention Act.

This paragraph would require licensees and certificate holders
to ensure that security personnel with “armed duties” shall first
complete a firearms background check. This check would
verify that éuch security personnel are not prohibited from
posseséiné or receiving firearms under applicable‘ laws. The
requjrement fo perform béckéround cheéks of armed security |
personne! at NRQr‘egu‘lated entities agafﬁst the Bfady/Bﬁ((i.e.,
NICS) database arises from § 161A. of the AEA. Ty
The background cﬁébk woﬁld consist of two parts as required |

by § 161A. of the AEA.

r”(‘U’e"{'. v
At
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(e)(1)(i) How the physical protection

| program will prevent significant core
| damage and spent fuel sabotage

| through the establishment and

maintenance of a security orQanization,
the use of security equipment and
technology, the training and qualification
of security peréonnél, and the
implementation of predéteﬁninéd

response plans and strategies; and

This requirement would be added to
describe the pérformance based
require‘men‘t'to bé met by thé' physical '
protection program and the basic
élefneﬁts of the system. that must be

described in the security plans.
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(e)(1)(ii) Site-specific conditions that
affect implementation of Commission -

requirements.

This requirement would be added to
reflect the Commission's view that
licensees must focus attention on site-
speéific conditions in the development and
implementation of site plans, procedures,
processes, response strategies, and
ultimately, the licensee capability to
achieve the performance objective of the

proposed (b)(1).

(c)(2) Protection of security plans. The
licensee shall protect the appfoved
security plans and other felatéd o
safeguards information against“" |
unauthorized disclosure iﬁ aécor:danc.eﬂ

with the requirements of § 73.21.

This requirement would be added ‘}‘o
emphasize the requirements for the
protection of safeguards information in

accordance with the reduirements of

§73.21.

(c)(3) Physical Security Plan. -

This Header would be added forforméﬂihg :

purposes.
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be authorized are governed by State laws
and nothing in this proposed rule should
be interpreted to mean or require anything

that would contradict such state law. The-

| term "it" is replaced with the phrase

“deadly force” to more clearly described

‘the action described.

(k)(8) The licensee shall provide an
armed response team consisting of both
armed responders and armed security
officers to carry out response duties,

1 within predetérmined time lines.

‘This requirement would be added to

provide a pérformancg bésed requiremeht
that would r;atafn the current requirement
fou; armed responders_ and add a category
of érmed security officervto clarify the |
divfsion of types of _arméd response

personnel and their roles.

(k)(3)(i) Armed 'R_e’sponders.

This header would be added for formatting
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§ 73.55(h)(3) The total number of
guards, and armed, trained personnel
immediately available at the facility to
fulfil these reeponse requirements shall
nominally be ten {10), unless specifically
required otherwise on a case by case
basis by the Commisston; however, this
number may not be reduced to less than

five (5) guards.

(k)(3)(i)(A) The licensee shall determine
the minimum number of armed
responders necessary to protect against
the design basis threat described in

§ 73.1(a), subject to Commission
aoproval, and shall document this

number in the approved security plane.

This requirement would be retained and
revised to remove the specific minimum
numbers of 10 but no less than 5, to
provide a performanoe based reouiremeht.
that meets the proposed reqmrement of
(k)(1)() This proposed reqmrement
would eﬁgure that the hcensee would
provide the requisite number ot arme’dr |

responders needed to carry-out the

'protectlve strategy the effectweness of

which would be evaluated through annual

exercises and triennial exercises observed
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standardized, objective test to facilitate the
psychological re-assessments that would
be required under proposed

§ 73.56(i)(1)(v). Comparing scores on a
standardized, objective test to identify
indications of any adverse changes in the
individual's psychological status is
simplifi-ed when the testing that is
performed for a re-assessment is similar to
or the same as previous testing that was
conducted _undef this section, particularly
when the clinician who conducts the re-
assessfnént did not }cc-)hduct the preyioué

testing. |

The proposed paragraph would also
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licensees, applicants, and C/Vs to establish
threshéldsf in interpreting the results of the
psychologicél test, fo aid in determining
whéther an individual would be required to —
intérviewed by a psychiatrist or licensed

clinical psychologist under proposed

L be.

paragraph (e)(4)(ii) of this section.
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history evaluation is completed.

The proposed rule would not \Md ‘
establish employment history rc_aqufreménts
for individuals whose UAA has been
fnter}upted fér 36 or féwer dayé. Proposed
§ 73.56(ﬁ)(3) would rgﬁﬁiré the entities Who
are subjeét to this section to obtain a'ndv.
feview a bérsonal hfstbry disclosure frorﬁ
the apblicant for UAA that would addréss
the beriod since thbe individual'é -last péri;:d
of UAA was terminated. Héwever, the
licensee; app!icé.mt,_‘qlvj C/V would be
vpermitted tc.)' forego conducting a.m _
emplbyment_ hiétory evaluation fbr |

i‘ndividuals whose UAA has been

interrupted for such a short period,

because there would be little to be learned.
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(3) The licensee shall base its decision
to grant, deny, revoke, or continue an
unes_corted access authorization on
re\;iew and evaluation of all pertinent

information developed.

(h)(B) Determination basis. The
licensee's, applicant’s, or C/V's
reviewing official shall determine
whether to grant, deny, unfavorably
terminate, or maintain or amend an
individual's unescorted access
authorization status, based on an
evaluation of all pertinent information
tha'r has been gathered about the
individual as a result of any application
for unescorted access authorization or
developed during or following in any
period during which the individual
maintained unescorted access

authorization. The licensee’s,

Proposed § 73.56(h)(8) would amend but
retain the meaning of current § 73.56(b)(3),
whlch requires licensees to base a decision
to grant, deny, revoke, or continue UAA on
review and evaluatlon of all pertlnent |
mformatron developed. The terms used in
the proposed paragraph such as
“unfavorably termrnate to replace “revoke
and "malntaln" to replace “continue,” would
be updated for conS|stency wrth the terms
currently used by the mdustry and in other _
portrons of the proposed sectlon l
addltron the proposed paragraph would

mclude references to the revrewrng offlcral
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appendix A to this part. Footnote: 2.
Notifications to the NRC for the
declaration of an emérgency class shall
be performed in accordance with § 50.72

of this chapter.

especially if this event is the opening
action on an ineffectively coordinated
rﬁultiple-target attack. Such notice may
permit other licensees to escalate to a-
higher protective level in advance of an
attack: The Commission would expecf
licensees to notify the NRC Operations
Center as soon as possible after they -
notify local law enforcemeht agencies,

but within 15 mihUteseThe Commission

‘may consider the applicability of this

requiremént to other typés of licensees in

future rulemaking.
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Footnote 1 would prO\;iﬁe a cross
reference to Appendix to Part 73 which

qontains NRC contact information.

Footnote 2 would remind licensees of
their concurrent emergency declaration

responsibili.ties under 10 CFR 50.72.

(a)(1) When making a report under
paragraph (a) of this section, the

licensees shall:

The proposed rule would include this

intn"odu‘ctory 'statAement,' which proVides a
structure for the fdlloWing fist of |
information to be prov}ded in the 15.-. o

minute report.

(a)(1)(i) Identity the facility name; and

This requirement would be added to-
ensure the licensee's facility is clearly

identified when a report is made.,
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Appendix B, Paragraph |.B.2.a.
Individuals whose security tasks and job
duties are directly associated with the
effective implementation of the licensee
physical security and contingency plans
shall demonstrate mental alertness and
the capability to exercise goéd
judgment, implement instructions,

assimilate assigned security tasks, and

possess the acuity of senses and ability

of expression sufficient to permit -
accurate communication by written,

spoken, audible, visible; or other Signals

B.3.a. Armed and unarmed members of the

security organization shall demonstrate the
ability to apply good judgment, mental
alertness, the capability to imp!ernent
instructions and a_ssigned tasks, aﬁa o
possess the acuity of senses and abmty of
expression sufficient to permit accurate |
communication by written, spoken, audible,
\;isiblé, oi' other signals required by

éssigned duties and responsibilities.

This requirement to demonstrate good
judgement, ability to implement
instructions/tasks, and to communicate
would be retained. The phrase
“Individuals whc;se security tasks and job
duties are directly associated with the .
effective implementation of the licensée
physical security and contingency plahs"
would be replaced with the phrase -
"Armed and unarmed members of the .

security organization” to describe the |

requirement that these mental

requirements are minimum standards

required by assigned job duties,

that must apply to both armed and
ur{éfmed ‘se;:urity perspnnel becaﬁsé. R
they share similér dutiés aﬁd
responsibilities forthe}p‘hy‘s:iqal p;yoteptic"pn

of the site.
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(ot

Appendix B, Paragraph 1.B.2.b. Armed“

individuals, and central alar tion

op;erators, in addition to meeting the
_reqrjiremt'ated in Paragraph a.
above, shall have no emotional .
instability that would interfere with the
effective performance of assigned’
security job duties. The determination
sheil be made by a |icen_se‘dﬁ ‘

psychologist or psychiatrist, or

phyeician, or other person professionelly

L B.3.b. A licensed clinical psychologist,
psychiatrist. or physician trained in part to
identify emotional instability shall determine
whether armed members of the security
organization in addition to meeting the
requirement stated in Paragraph a. of this
seetion, have no emotional instability that
would interfere with the effective
performance of assighee duties ahd

responsibilities.

trained to identify emotional instability.

Th‘:e requirement regerding emotional
inetability would be retained. The phrase
“Armed inéividuals, and central alarm
station operatore" woeld be ‘reprlaced‘with
the phrase “armed members of the |
seeurity organization” for consistency
with the terminoleéy used in the

proposed rule.
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or intelligence gathering efforts. Events
reported under paragraphs | or Il would
require a followup writ}%n report, Even?s
reported paragraph Ill deId not require a

followup written report.

I. Events to be reported as soon as possible,

but no later than 15 minutes after discovery, -

followed by a written report within sixty (60) =

.- days _

(a) The initiation of a security response

consistent with a licensee’s ph sical securi
1

‘plan, safeguards contingency plan, or

defensive strategy based on actual or

imminent threat against a nuclear power plant.

Paragraph | would be added to establish
the types events to be reported within 15
minutes. Because the identification of
information 'relativng‘to an actual or |
potential threat could quickly result in ah :
event,'which rhéy nécés‘s‘i-tate expediteq
Commission action (e;g;, hdtification ofi
other licensees or Federal authorities)}, é
shorten reboﬁing timé would be ‘reql‘Jirlec:i.
This proposed requirémeﬁt_woﬁ!d also
ensure thét threét-relat;d iﬁfofmatioﬁ
would be made available tothe ;

Commission's threat assessment process
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in'a timely manner. Initiation of reSbonse
con'siste'nt'With plans and the defensive
strategy that are not related to ;n |
imminent or actual threat égéinst the
facility would not need to be reported (e:.g.
false, or nuisance respohse‘s'). Additional
information‘ régardfng identiﬁéaﬁon of )
events to be're'ported would:be prc>>\./id-ed |

in guidance.

I.(b) The licensee is not required to report
security responses initiated as a result of

information communicated to the licensee by

the Commission, such as the threat warning

syétem addressed in Appendix C to this part.

This provision would be added to reduce
unnecessary regulatory burden on the -

licensees to notify the Commission of

| security responses initiated in résponse

to communications from the Commission

(e.g., changes to the threat Ie\)el).
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I. Events to be reported within one
hour of discovery, followed by a

written report within 60 days.

Il. Events to be reported within one (1) hour of
discovery, followed by a written report within

sixty (60) days.

This requirement would be retained and

renumbered,

(a) Any eventin which there is

reason to believe that a person has
commi‘d,ed or caused, or attempted
to commit or cause, or has made a

credible threat to commit or cause;

Il.(a) Any 